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	Tool Name 
	Bardeen.ai

	Subscription Tier: 
	No tier-based differences stated

	Hosting / Deployment: 
	AWS cloud + local browser storage (data stored locally unless playbooks saved)

	Data Residency: 
	US-based (Bardeen Inc.); cloud resources via AWS


1. Security Certifications
	Certification / Standard
	Critical Safeguarding – Minimum
	Other – Minimum
	Actual / Notes

	SOC 2 Type II
	Required ≥1 of SOC 2 Type II or ISO 27001
	Recommended ≥1 of SOC 2 Type II or ISO 27001
	SOC 2 Type II compliant (AICPA) → Compliant

	ISO 27001 (Information Security)
	
	
	No ISO 27001 certification mentioned → Non-compliant

	ISO 42001 (AI Management System)
	Recommended
	Optional
	No ISO 42001 information → Non-compliant

	CSA STAR Certification
	Recommended
	Optional
	No CSA STAR certification → Non-compliant


Section Result: ☒ Meets Critical Requirements  ☐ Meets Other Requirements
2. Privacy & Compliance
	Control Area
	Critical Safeguarding – Minimum
	Other – Minimum
	Actual / Notes

	ISO 27701 (Privacy Information Mgmt)
	Recommended
	Optional
	No ISO 27701 certification mentioned → Non-compliant

	GDPR / APPs Compliance Statement
	Required
	Recommended
	GDPR aligned; supports EU privacy rights → Compliant

	Privacy Policy & Data Handling
	Public, GDPR/APPs-aligned
	Public policy
	Privacy policy present; strong privacy rights support → Compliant

	Data Sharing with Third Parties
	Restricted & documented
	Disclosed
	No sharing/selling; 3rd‑party data only used for features; minimal cloud storage → Compliant

	Australian Data Sovereignty Compliance
	Required
	Optional
	No AU sovereignty info; US-based → Non-compliant


Section Result: ☐ Meets Critical Requirements  ☒ Meets Other Requirements
3. Other Compliance
	Framework / Standard
	Critical Safeguarding – Minimum
	Other – Minimum
	Actual / Notes

	HIPAA (Health Data)
	Required if handling health data
	Not applicable
	No HIPAA handling → Non-compliant/N/A

	UK Cyber Essentials Plus
	Recommended
	Optional
	No UK Cyber Essentials info → Non-compliant

	FedRAMP / IRAP / NIST 800-53
	Recommended for government data
	Optional
	No FedRAMP/IRAP/NIST info → Non-compliant


Section Result: ☒ Meets Critical Requirements  ☒ Meets Other Requirements
4. Core Security Controls
	Control Area
	Guidance
	Actual / Notes

	AI Model Security & Governance
	Confirm controls exist to manage model integrity, bias mitigation, explainability, and governance over model training data and updates.
	SOC2-aligned controls, CASA/OWASP ASVS assessments, encryption, minimal cloud storage → Compliant

	API Security
	Confirm that APIs are authenticated, rate-limited, encrypted, and monitored for misuse or abuse.
	TLS 1.2 in-transit, AES-256 at rest, app-level security assessments → Compliant

	Data Segregation & Isolation
	Confirm that customer or client data is logically or physically isolated to prevent cross-tenant access or leakage.
	Data stays in local browser storage; no cross-tenant cloud exposure → Compliant

	Audit Logging & Monitoring
	Confirm that access and system activity are logged, retained, and actively monitored for unusual activity.
	Auditing, incident detection, CASA/ASVS-based scans → Compliant

	Secure Development Lifecycle (SDLC)
	Confirm secure coding, testing, and change management processes are followed for both AI components and supporting systems.
	Code scanning, vulnerability patching, ASVS development alignment → Compliant

	Third-Party & Supply Chain Risk Management
	Confirm that key third-party providers (e.g. cloud, API, or data suppliers) are reviewed regularly and maintain appropriate certifications.
	AWS + vetted subprocessors; strong no-sharing policy → Compliant


Section Result: ☒ Pass  ☐ Fail

Notes:
Key Strength: Strong SOC 2 Type II security, TLS 1.2 + AES-256 encryption, CASA/OWASP-based app security, and minimal cloud data retention.
Key Concern: No ISO certifications, US-only residency, and reliance on local-browser storage may pose limitations for enterprise data governance.
Recommendation: Ideal for productivity automation teams needing strong security and minimal cloud exposure; not suited for organisations requiring certified sovereign storage or ISO frameworks.
Overall security posture is strong with SOC 2 Type II, CASA/OWASP security testing, hardened encryption, and minimal cloud retention, though limited by lack of ISO certifications and US-only residency.
Completed By: James Treleaven			
Date: 10 November 2025
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