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Cyber Security Scorecard 
	Tool Name Data Robot
	

	Subscription Tier: Pro (Multi-Tenant SaaS)
	

	Hosting / Deployment: Multi‑Tenant SaaS hosted on AWS 
	

	Data Residency: Data stored in AWS US for APAC customers (including Australia) and Ireland for UK/EU. No explicit reference to Australian data centers or regional isolation.
	


1a. Data Sovereignty Compliance
Hosting location: Multi‑Tenant SaaS (Pro) stores customer data in AWS US for APAC customers. No mention of hosting or data centers in Australia. Non‑compliant with Australian data sovereignty requirements. 
Australian sovereignty: DataRobot Australia Pty. Ltd. exists as a subsidiary only; it does not operate a hosting facility. Non‑compliant. 
· Single‑Tenant SaaS (STS): Can be deployed in customer‑selected regions (AWS/Azure/GCP) but no explicit reference to Australian availability. Non‑compliant for Pro tier. 
International transfers: Governed by GDPR/UK SCCs and risk assessments, not Australian‑specific. Non‑compliant for AU sovereignty.
1b. Security Certifications
	Certification / Standard
	Critical Safeguarding – Minimum
	Other – Minimum
	Actual / Notes

	SOC 2 Type II
	Required ≥1 of SOC 2 Type II or ISO 27001
	Recommended ≥1 of SOC 2 Type II or ISO 27001
	· Annual independent SOC 2 Type II audit confirming operational, data, and availability controls. Compliant.

	ISO 27001 (Information Security)
	
	
	· Certified ISO 27001:2013 framework in place with defined ISMS and internal audits. Compliant.

	ISO 42001 (AI Management System)
	Recommended
	Optional
	· No mention of ISO 42001 or AI Management System certification. Non‑compliant.

	CSA STAR Certification
	Recommended
	Optional
	· No CSA STAR certification mentioned. Non‑compliant. (AWS Host is Tier 2 Compliant)


Section Result: ☐ Meets Critical Requirements  ☒ Meets Other Requirements


2. Privacy & Compliance
	Control Area
	Critical Safeguarding – Minimum
	Other – Minimum
	Actual / Notes

	ISO 27701 (Privacy Information Mgmt)
	Recommended
	Optional
	· No ISO 27701 certification or reference. Non‑compliant.

	GDPR / APPs Compliance Statement
	Required
	Recommended
	· GDPR, UK GDPR, and US state privacy frameworks listed. No explicit APPs/Privacy Act 1988 compliance or mention of Australian obligations. Partially compliant (GDPR only).

	Privacy Policy & Data Handling
	Public, GDPR/APPs-aligned
	Public policy
	· Collects contact data, user metrics, and metadata for service delivery, product improvement, personalization, compliance, and diagnostics. Retains data only as long as required and deletes Customer Data within 30 days of termination (anonymizes usage metrics; retains limited account data). Compliant for privacy and retention disclosure, non‑compliant for Australian jurisdiction.

	Data Sharing with Third Parties
	Restricted & documented
	Disclosed
	· Discloses subprocessors (AWS, Google, Microsoft, Salesforce, SupportLogic, Box, Aryn). Transfers governed by SCCs/UK IDTA; customers get 10‑day notice with objection rights. Subprocessors and subsidiaries include DataRobot Australia Pty. Ltd., but hosting remains US‑based. Compliant for transparency; non‑compliant for Australian sovereignty.


Section Result: ☐ Meets Critical Requirements  ☒ Meets Other Requirements
3. Other Compliance
	Framework / Standard
	Critical Safeguarding – Minimum
	Other – Minimum
	Actual / Notes

	HIPAA (Health Data)
	Required if handling health data
	Not applicable
	· HIPAA coverage only for Single‑Tenant SaaS (STS) with signed BAA. Not applicable to Pro Multi‑Tenant SaaS. Non‑compliant for Pro tier.

	UK Cyber Essentials Plus
	Recommended
	Optional
	· Not referenced. Non‑compliant.

	FedRAMP / IRAP / NIST 800-53
	Recommended for government data
	Optional
	· Not referenced. Non‑compliant.


Section Result: ☐ Meets Critical Requirements  ☒ Meets Other Requirements
4. Core Security Controls
	Control Area
	Guidance
	Actual / Notes

	AI Model Security & Governance
	Confirm controls exist to manage model integrity, bias mitigation, explainability, and governance over model training data and updates.
	· Provides internal model risk management and governance offerings, but no formal certification (ISO 42001). Partially compliant.

	API Security
	Confirm that APIs are authenticated, rate-limited, encrypted, and monitored for misuse or abuse.
	· API access controlled through tokens, TLS encryption, and RBAC; supports MFA and SSO (SAML 2.0). Compliant.

	Data Segregation & Isolation
	Confirm that customer or client data is logically or physically isolated to prevent cross-tenant access or leakage.
	· Pro (Multi‑Tenant) uses logical separation within shared infrastructure, no dedicated tenancy or regional isolation. Partially compliant.

	Audit Logging & Monitoring
	Confirm that access and system activity are logged, retained, and actively monitored for unusual activity.
	· Continuous monitoring, logging, IDS/IPS, and third‑party penetration testing conducted annually. Compliant.

	Secure Development Lifecycle (SDLC)
	Confirm secure coding, testing, and change management processes are followed for both AI components and supporting systems.
	· OWASP‑aligned secure coding practices, code reviews, vulnerability scanning, and change control processes. Compliant.

	Third-Party & Supply Chain Risk Management
	Confirm that key third-party providers (e.g. cloud, API, or data suppliers) are reviewed regularly and maintain appropriate certifications.
	· Subprocessor list maintained with periodic reviews and customer objection rights. Vendors hold certifications (AWS, Microsoft, Google). Compliant.


Section Result: ☒ Pass  ☐ Fail
Notes:
Key Strength:  SOC 2 Type II and ISO 27001 certifications. Clear privacy policy, retention limits, and transparent subprocessor disclosures. Mature SDLC, encryption, MFA/SSO, and monitoring controls.
Key Concern:  Data for Australian customers (Pro tier) hosted in US, not Australia. No APPs or Privacy Act 1988 alignment. No ISO 27701, 42001, CSA STAR, IRAP, or FedRAMP certifications.
Recommendation: Deploy Australian customers using On‑Premise or Single‑Tenant SaaS (with verified AU cloud region). Include an explicit Australian Privacy Act / APPs compliance statement. Pursue ISO 27701 and ISO 42001 certifications. Consider IRAP or FedRAMP for government/regulatory data.
Overall security posture Robust security and compliance for general use (SOC 2 Type II, ISO 27001) but non‑compliant with Australian data sovereignty and privacy jurisdiction for Pro tier.
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