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	Tool Name N8n 
	

	Subscription Tier: Cloud
	

	Hosting / Deployment: Microsoft Azure (Germany West Central)
	

	Data Residency: Germany (Frankfurt)
	


1a. Data Sovereignty Compliance
n8n Cloud data is hosted exclusively in Microsoft Azure Germany West Central (Frankfurt). Cross-border data transfers are protected under GDPR using Standard Contractual Clauses (SCCs), which provide a lawful mechanism for international data transfers from the EU. However, under Australian privacy and data sovereignty laws — including the Privacy Act 1988, the Australian Privacy Principles (APPs), and APRA CPS 234 — n8n Cloud is **not compliant** with data residency requirements that mandate data to be physically stored within Australia. This means that organizations subject to Australian data sovereignty or regulated data controls would not meet domestic data hosting requirements using n8n Cloud.
Source: n8n Privacy, Security & Compliance Summary (2024–2025), n8n Security Documentation, and Azure Compliance Offerings.
1b. Security Certifications
	Certification / Standard
	Critical Safeguarding – Minimum
	Other – Minimum
	Actual / Notes

	SOC 2 Type II
	Required ≥1 of SOC 2 Type II or ISO 27001
	Recommended ≥1 of SOC 2 Type II or ISO 27001
	· n8n maintains a SOC 2 Type II–aligned security program with independent audits, continuous monitoring

	ISO 27001 (Information Security)
	
	
	· n8n is not ISO 27001 certified. 
· Data at rest is encrypted using Azure Storage server-side encryption (AES-256) with FIPS 140-2 compliance for Cloud hosting, or user-defined encryption for self-hosted instances.

	ISO 42001 (AI Management System)
	Recommended
	Optional
	· Not certified; AI governance practices ensure no customer data is used for AI model training and enforce 30-day retention limits for any contextual AI data.

	CSA STAR Certification
	Recommended
	Optional
	· Not currently certified for n8n. Microsoft Azure holds CSA STAR Certification and Attestation, providing infrastructure-level assurance for the Cloud version.


Section Result: ☐ Meets Critical Requirements  ☒ Meets Other Requirements


2. Privacy & Compliance
	Control Area
	Critical Safeguarding – Minimum
	Other – Minimum
	Actual / Notes

	ISO 27701 (Privacy Information Mgmt)
	Recommended
	Optional
	· Not certified, but privacy management aligns with GDPR via the Data Processing Agreement (DPA) and Standard Contractual Clauses (SCCs).

	GDPR / APPs Compliance Statement
	Required
	Recommended
	· GDPR-compliant: n8n acts as Controller and Processor for Cloud users; self-hosted users act as their own Controllers and Processors.

	Privacy Policy & Data Handling
	Public, GDPR/APPs-aligned
	Public policy
	· Application logs are deleted within 90 days; backups deleted within 90 days; data retained per account policy; DPA with SCCs ensures GDPR compliance.

	Data Sharing with Third Parties
	Restricted & documented
	Disclosed
	· Third-party processors (Azure, Hetzner, OpenAI, Anthropic, Google Vertex AI, LangChain) disclosed and vetted; AI data deleted after 30 days and not used for training.


Section Result: ☒ Meets Critical Requirements  ☒ Meets Other Requirements
3. Other Compliance
	Framework / Standard
	Critical Safeguarding – Minimum
	Other – Minimum
	Actual / Notes

	HIPAA (Health Data)
	Required if handling health data
	Not applicable
	· Not applicable. n8n does not handle Protected Health Information (PHI).


	UK Cyber Essentials Plus
	Recommended
	Optional
	· n8n is not Cyber Essentials Plus certified. Microsoft Azure includes UK Cyber Essentials Plus within its compliance offerings, providing infrastructure-level assurance for Cloud-hosted data.

	FedRAMP / IRAP / NIST 800-53
	Recommended for government data
	Optional
	· Azure maintains FedRAMP, IRAP, and NIST 800-53 compliance certifications, providing underlying infrastructure assurance.



Section Result: ☒ Meets Critical Requirements  ☒ Meets Other Requirements
4. Core Security Controls
	Control Area
	Guidance
	Actual / Notes

	AI Model Security & Governance
	Confirm controls exist to manage model integrity, bias mitigation, explainability, and governance over model training data and updates.
	· AI assistant enabled by default; only contextual workflow data shared; deleted within 30 days; no training on customer data.


	API Security
	Confirm that APIs are authenticated, rate-limited, encrypted, and monitored for misuse or abuse.
	· OAuth 2.0, TLS/SSL, scoped tokens, rate limiting, and monitoring in place.


	Data Segregation & Isolation
	Confirm that customer or client data is logically or physically isolated to prevent cross-tenant access or leakage.
	· Data encrypted at rest and in transit (TLS/SSL, AES-256). Customer instances isolated; Azure private networks and RBAC enforced.


	Audit Logging & Monitoring
	Confirm that access and system activity are logged, retained, and actively monitored for unusual activity.
	· Centralized audit logging retained for 12 months; intrusion detection and alerting active for Cloud.


	Secure Development Lifecycle (SDLC)
	Confirm secure coding, testing, and change management processes are followed for both AI components and supporting systems.
	· Version control, MFA-protected commits, CI/CD pipeline, static analysis, and annual penetration testing.


	Third-Party & Supply Chain Risk Management
	Confirm that key third-party providers (e.g. cloud, API, or data suppliers) are reviewed regularly and maintain appropriate certifications.
	· Annual reviews of sub-processors; quarterly vulnerability scans; Paddle.com manages PCI-compliant payments.



Section Result: ☒ Pass  ☐ Fail
Notes:
Key Strength:  SOC 2 Type II–aligned framework and GDPR compliance using SCCs. Strong encryption (AES-256, FIPS 140-2) and multi-layered access controls. Transparent sub-processor documentation and clear data handling practices.
Key Concern: Data hosted exclusively in Germany and not within Australian jurisdiction. **Not compliant with Australian data sovereignty requirements** for government, financial, or regulated data. No ISO 27001/27701 or CSA STAR certification currently in place.
Recommendation: For organizations bound by Australian data residency laws, consider deploying a **self-hosted instance within Australia**. Continue leveraging GDPR and SCCs for international transfer compliance. Pursue ISO 27001 certification and explore Australian-region hosting to align with sovereignty laws.
Overall security posture is strong with SOC 2 Type II certification and comprehensive security controls across infrastructure, personnel, and data management
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